ETHAN MARTINEZ

Information System Security Officer

e PROFESSIONAL SUMMARY

Seasoned Information System Security Officer with 7 years of
experience in protecting organizational assets through comprehensive
cybersecurity strategies. Expertise in risk assessment, compliance
management, and incident response. Passionate about developing
innovative security solutions to mitigate threats and enhance the
overall security posture of the organization.

@© WORK EXPERIENCE

Information System Security Officer
Maple Leaf Consulting X Toronto, ON

8 Apr [ 2021-Ongoing

1. Conducted FISMA audit reviews and assessments in line with NIST
800-37 standards.

2. Developed and updated IT security policies to align with federal
regulations and departmental requirements.

3. Collaborated with IT Operations and Network Engineers to remediate
vulnerabilities in critical systems.

4. Performed comprehensive risk assessments and supported internal
audits of security processes.

5. Evaluated emerging threats, risks, and vulnerabilities to formulate
strategic responses.

6. Reviewed security reports to identify and address potential
vulnerabilities.

7. Assisted in selecting and implementing NIST security controls to
enhance system protections.

Information System Security Officer
Cactus Creek Solutions X Phoenix, AZ

g Apr [ 2018-Apr [ 2021

1. Served as an ISSO for multiple systems within a high-security enclave
for the FBI.

2. Reviewed and updated System Security Plans (SSP) and managed
POA&M items effectively.

3. Ensured all documentation, including DRP and CPT, was current and
comprehensive.

4. Managed FISMA compliance, including vulnerability scans and
remediation efforts.

5. Performed audits of privileged user accounts to confirm necessity of
elevated access.

6. Supported security administration functions in adherence to NISPOM
guidelines.

€ EDUCATION

Bachelor of Science in Cybersecurity
University of Maryland

#h Apr / 2015-Apr [ 2018
X Santa Monica, CA

Acquired foundational knowledge in cybersecurity principles, risk
management, and compliance frameworks.
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@ INTERESTS
® scuba Diving ® E-sports

©® Reading Fiction & Puzzle Solving

O® STRENGTHS

LANGUAGES

QOO

English Swahili Polish

€) ACHIEVEMENTS

oy Successfully reduced security
incidents by 30% through
implementation of proactive
monitoring tools.

Led a team in conducting

comprehensive risk assessments that

enhanced compliance with federal
standards.
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