IT Security Analyst (Contractor)

PROFESSIONAL SUMMARY

With a decade of dedicated experience in IT security, | specialize
in fortifying systems against cyber threats and ensuring
compliance with industry standards. My expertise encompasses
risk assessments, vulnerability management, and incident
response, driving improvements in security posture. | am eager
to contribute to innovative security initiatives that protect
sensitive data and enhance organizational resilience.

WORK EXPERIENCE

IT Security Analyst (Contractor)
Quantum Solutions LLC

#4 Jun/2018-Ongoing
X Phoenix, AZ

1. Developed and maintained information security policies and
plans aligned with NIST, FISMA, and OMB standards.

2. Implemented security controls for federal information systems,
adhering to NIST 800-37 and SP 800-53 guidelines.

3. Provided expert guidance during security assessments,
analyzing business system needs for authorization and
accreditation.

4. Conducted Security Control Assessments (SCA) and continuous
monitoring in compliance with NIST SP 800-53A.

5. Validated information system security plans to ensure
adherence to NIST control requirements.

6. Generated comprehensive SCA documentation including
Security Assessment Reports (SAR) and reviewed logs for
compliance.

7. Regularly updated AAMP packages to ensure seamless security
control assessments and compliance with federal standards.

Business System Analyst

Crescent Moon Design

£ Jun/2015-Jun /2018
X Portland, OR

1. Documented business requirements and developed scope
documents and use cases for security initiatives.

2. Collaborated on integrated clinical system assessments,
enhancing user experience across clinical applications.

3. Assisted in the documentation of system specifications and
design configurations relevant to security.

4, Created data mapping documents linking security attributes to
stakeholder applications.

5. Utilized Microsoft Axure for simulating security features and
requirements during elicitation sessions.

6. Performed compliance reviews and continuous monitoring of
security packages.

EDUCATION

Master of Science in Cybersecurity & Jun/2012-3un/2015

University of Southern California X Denver, CO

Focused on advanced security management, risk assessment
strategies, and incident response protocols.
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SKILLS

Security Compliance Management
e 06 & 86 6 0 ©

Vulnerability Management and Analysis
e 6 &6 86 &6 &6 6 & 08 o

Documentation and Reporting
e 06 & 86 &6 &6 6 08 o

Security Project Management
e 6 06 06 6 6 060 & 0 ¢

Risk Impact Analysis
e 06 06 06 66 &6 &0 & 0 0o

INTERESTS

@® Gaming M Fashion

& Film 0 Technology
STRENGTHS

= Forward-thinking

LANGUAGES
English German Japanese

ACHIEVEMENTS

“#& Implemented a comprehensive security
awareness program, reducing security
incidents by 25%.

‘¢ Led security audits that identified and
remediated critical vulnerabilities,
enhancing compliance by 30%.

—

“# Led ateam in the successful migration

of sensitive data to a secure cloud
environment, ensuring data integrity
and confidentiality.
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