
Robert Smith 
Penetration Tester

PERSONAL STATEMENT

Seeking a Penetration Tester profession with an outstanding career 
opportunity that will offer a rewarding work environment along with a 
winning team that will fully utilize management skills.

WORK EXPERIENCE

Penetration Tester
PGE -   January 2015 – 2021 

Responsibilities:

 Conducted security assessment of PKI Enabled Applications.
 Skilled using Burp Suite, Acunetix Automatic Scanner, NMAP for web 

application penetration tests.
 Conducted application penetration testing of 90+ business applications 

Acquainted with various approaches to Grey &amp; Black box security 
testing Proficient in understanding application level vulnerabilities like 
XSS, SQL Injection, CSRF, authentication bypass, weak cryptography, 
authentication flaws etc.

 Actively searched for potential security issues and security gaps that 
are beyond the ability of detection by any security scanner tool.

 Initiated and developed new mechanisms to addresses unidentified 
security holes &amp; challenges.

 Configured and management of Cisco IDS, Checkpoint firewall, Snort.
 Provided the development team with detailed reports based on the 

findings obtained from the manual and automated testing 
methodologies, also provide the necessary remediation for individual 
findings.

Penetration Tester
Delta Corporation -   2011 – 2015 

Responsibilities:

 Realised security flaws check in the institutes LAN and WLAN 
Responsible for GSM antenna setup in a laboratory, to eavesdrop mobile
GSM phone calls, .

 Skills &amp; Tools NMAP, Wireshark, Hydra, WPscan, Netcat, 
MD5cracker, Dirbuster Kali Linux Performed network reconnaissance 
and vulnerability scanning.

 Performed penetration testing using NMAP and used Wpscan to find out 
usernames.

 Used Hydra to crack passwords to gain access.
 Used a PHP backdoor and used Netcat to listen to.
 Work with various clients all over the country performing penetration 

tests and vulnerability assessments to expose weaknesses within 
networks and .

 Performed penetration tests and wrote reports for financial institutions 
Developed Bash scripts to set up an SSH connection to allow connection
to.
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CONTACT DETAILS

1737 Marshville Road, 
Alabama
(123)-456-7899
info@qwikresume.com 
www.qwikresume.com

SKILLS

Network Security, 
Multitasking.

LANGUAGES

English (Native)
French (Professional)
Spanish (Professional)

INTERESTS

Climbing
Snowboarding
Cooking
Reading

REFERENCES

Reference – 1 (Company 
Name)
Reference – 2 (Company 
Name)

https://qwikresume.com/resume-samples/
https://qwikresume.com/free-resume-template-usage-guidelines/


Education

BS

© This Free Resume Template is the copyright of Qwikresume.com. Usage Guidelines

https://qwikresume.com/resume-samples/
https://qwikresume.com/free-resume-template-usage-guidelines/

